
CIRCULAR hN
Dated Aizawl the \U August,2024

No. D. lgol5l7l2o22-zupAN SEa : In compliance with the Ministry's letter dated 14th August,2024.

This is for information to all staff that they should follow Dos and Don'ts for Cyber Security Guidelines

for Officials.
DOs !

1. use complex passwords with a minimum length of 8 characters, using a combination of capital

letters, small letters, nirmbers and special characters'

2. Change your passwords at least once in 120 days'

3. Use multi-factor authentication, wherever available'

4. Save your data and files on the secondary drive (ex: d:\) and maintain an offline backup of your

critical data.

5. Ensure your system is updated with the latest patches/updates.

6. Ensure UEM IXA.CD and EDR (Sentinel One) antivirus is installed'

7. Use authorized and licensed software only and Download genuine Apps from official sites'

g. When you leave your desk temporarily, always lock/Iog-off from your computer session'

g. When you leave office, ensure that your computer and printers are properly shutdown and

powered off.
10. Keep the GpS, Bluetooth, Hotspots, NFC and other sensors disabled on your computers and

mobile phones. Enable only when required'

1 1. Use a Standard User (non-administraior) account for accessing your computer/laptops for regular

work.
12.observe caution while opening any shortened URLs (ex: tinyurl.com/ab534l and bit'ly/3qab )

and any links shared tf,roug-tr StvtS or social media, etc that are preceded by exciting

offers/discounts, etc. Such links may lead to a phishing/malware webpage and compromise your

device.
13. Report suspicious emails or any security incident to incident@cert-in.org.in and incident@nic-

cert.nic.in.
DON'Ts

1. Don't use the same password in multiple services/websites/apps'

2. Don,t ,ur" yo,r, passwords in the browser or in any unsecured material (ex: sticky/post-it notes,

plain paper pirured or posted on your table, etc')

3. Don,t ,u," yo,, data and files on the system drive (Ex: c:\ or root).

4. Don,t upload or save any internal/restricted/confidential government data or files on any non-

governmentcloudservice(ex:googledrive,dropbox'etc')'
5. Don,t install or use any pirated software (ex: cracks, keygen, etc.).

6. Don't use obsolete or unsupported Operating Systems'

7 . Don,t use any 3rd parfy tooibars 1ex' aowntoui *ut ug.r, weather tool bar, ask me tool bar, etc')

in your internet browser.

Don,t open any links or attachments contained in the emails sent by any.unkno_wn sender'
8.

9. Don,t disclose any sensitive details on social media or 3rd party messaging apps'
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\o'
Memo No. D.1901 51712022-RIPANS i:/D f1^> Dated Arzawl the \b' August, 2024

Copy to:

1. Principal Nursing/All HoDs for information with request to wide circulation their subordinate
staff.

2. AO for information with request to wide circulation their subordinate staff.
3. AAO (Accounts) for information with request to wide circulation their subordinate staff.

Vi Computer Centre are requested to upload in the Institute website.
5. Office order guard file.
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